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This tutorial is dbout ..

Q)

e Linux Iar'iclge at the center of data center Layer-2
aleploymen-l's

o Deploying Layer‘-z hetwork. virtuadlization over‘lays with
Linux

e Linux hardware vxlan tunnel end points

¢ Ethernet VPNs: BGP as a control plane for Network
virtualization overlays



Tutorial Focus/Goals ..

Q)

. Outline and document Layer-2 aleploymen+ models with
Linux bri
. Focus is on Data center cleploymen-ts
* All Examples are from a TOR (Top-of-the-rack)

switch running Linux Bridae



Tutorial How ..

Q)

Layer'—z
over\ay

networks

E-VPN: BGP

control Plane
Lfor overlay
hetworks




Data Center Network Basics

Q)

- Racks of servers grouped into PODs
- Vlans, Subnets strefched across Racks or POD's
- Overview of data center network designs L]
0 Layer 2
o Hybrid layer 2-3
0 Layer 3
. Modern Data center networks:
* Clos Topology [2]
= Layer 3 or Hybr'icl Layer 2-3



Modern Data center network

Q)
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©
Hylar'id layer-2 - layer-3 data center network

Layer -2
aa’reway




Q)
Layer-3 only data center network

LEAF (TOR)




Q)

Layer-2 Gateways with Linux Br'ialae



Layer-2 Gateways with Linux Br'idge

Q)

- Connect layer-2 segments with Iaridae

: Bridae within same Vians

- TOR switch can be your L2 9a+eway
br'ialgina between vians on the servers in the
same rack.



What do you heed 2 -

- TOR switches running Linux Bridge
- Switch ports are br‘ialge ports
- Bridge vian Pil+erin3 or hoh-vian Pil+ering mode:
. Linux br'idge supports two modes:
. A more modern scalable vian Pil-l-er'ing mode
. Or old #raditional hon-vian Pil+er'ing mode



Layer'—z. st-china within a vian

Q)

Non-vian P—il+erin3 Ioridge vian Pi|+ering Iorialae

bridge

vian: 100

vian: 100,



Kou+in9 between vians

Q)

Non-vian P—il+erin3 Ioridge

vian Pi|+ering Iarialge

Man: 10 vian: 20



Scalina with Linux Iaridge -

A vian Pil+erin9 bridge results in less humber of overadl
het-devices
Example: DePoning 2000 vians 2000 oh 32 ports:
. hoh-Vlan Pi|+erin9 brialaez
" Ports + 2000 vian devices per port + 2000 bridge

devices
= 32 + 2000 * 32 + 2000 = 032
- Vlan FiHerinﬂ bridge:
= 32 ports + | briclge device + 2000 vianh devices on
br'iclge For routing

= 32 + | + 2000 = 2033 netdevices 1



Q)
L2 gateway on the TOR with Linux Iar'idﬁe

- leat* are 12

3a+eway9

- Bridge within the
same Viah and
rack and route

between vians

- Iaridge* vian
interfoces are
used For routing

Host/VM 3
mac3, VLAN-30

Host/VM 2.
mac2, VLAN-20

Host/VM 22

Host/VM |
Macy,
AN-I0

Host/vM i

Macl, VLAN-IO mac22, VLAN-20

Hosts Rackil Hosts Rack2 Hosts Rack3 &



Br'idge Features and -Plags

Q)

. Lear'ning

- Igmp Snoopi

. ggllecﬁve con|?+ro| ofF broadcast, multicast and unknown
uhicast traffic

- Arp ond ND proxying

- STP



Q)

Note: for the rest of this tutorial we wil
only use the vian Pil’rering larialge for

simplici-ty.



Q)

Layer'—z. - Over'lay Networks



. Q
Over'lay hetworks basics

- Overlay networks are an approach for providing
hetwork. virtudlization services to a set of Tenant
systems (Tss)

- Overlay networks achieve network. virtudlization by
overlaying layer 2 networks over physical layer 3
hetworks



Q)
Network. Virtudlization End—Poin-l's

- Network virtudlization enc:lpoin-l's (NVE) Pr'ovide a logical
interconnect between Tenant sys-l-ems that Iaelong to a
specific Virtual network (VN)

- NVE implements the overlay protocol (eg-. vxlan)

20



NVE Types -

. Layer'—z NVE
" Tenant Systems appear to be interconnected by a
LAN environment over an L3 unaler'lay

. Layer—? NVE
= An L3 NVE provides virtudlized IP Porwardma
service, simiar to IP VPN

21



Over'lay hetwork.

Q)

L3 underlay hetwork

o

K

22



Q)
Why Over'lay hetworks 2

- lsolation between tenant systems
- Stretch layer-2 networks across racks, POD's, inter or
intra data centers
* Layer-2 networks are stretched
- To adllow VM's taking over same broadcast domain
to continue after VM mobility without changing
network. configuration
- In many cases this is also needed due to Software
licensing tied to mac-addresses

23



Q)
Why Overlay networks 2 (C ontinued)

- Leverage benefits of L3 networks while maintaining L2
reachabiity
+ Cloud computing demandes:
= Muki +enancy
= Abstract physical resources to enable sharing

24



NVE deploymerﬂ' options

Q)

Overlay network end-points (NVE) can be deployed oh
The host or hypervisor or container OS (5y9+em
where Tenant systems are located)

OR
. On the Top—o@&he—rack (TOR) switch

25



Q)

VTEP on the servers or the TOR *

Vxlan tunnel endpoint on the  Vxlan tunnel endpoint on the

servers:

: Hypervisor or container
orchestration 9y9+em9
can aﬁrec-Hy map tenants
+to VNI

- Works very well in a
pure layer-3 datacenter:
terminate VNI on the
servers

TOR:

- ATOR can act as a 12
overia teway mappi
+enan+z ?2 VNI Y MPPRI

- Vxlan encap and decap at
line rate in hardware

- Tenants are mapped to
vians. Vlans are mapped
to VNI at TOR

26



Layer-2 Overlay hetwork. da+ap|ane= vxlah

Q)

. VNI - virtual network identiffier (24 bit)

. Vxlan tunnel enalpoin-l'e (VTEPS) encap and alecap vxlan
Packe'hs

- VTEP has a routable ip address
. Linux vxlan driver
- Tenhant to vni mapping

27



Vxian tunnel end—PoirH- on the hypervisor

Q)

SPINE

Layer' -3

3a+eway or
overlay ga+ewa

layer-3 Iooundary
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Q)
Vxian tunnel end—PoirH' onh the TOR switch

Layer'-z over'lay
3a+eway~. vxlan
v+ep9

LEAF (TOR) Layer2-3 boundar‘\/
Vians on the
hypervieors

29




Linux vxlan tunnel end point ( layer—?)

Q)

vxian
o DR e

+ Tenant systems dir'ecﬂy mappeal +o VNI

vxlan

==

Tenant
systems

30



Q)
Linux Layer'—z over'lay aa+eway: vXlan

Vlans-to-vxlan Viahs-to-vxlan
vxlan-to-vians vxlan-to-vians
vXlan

Linux bridge _, vxlan Vidan Linux bridge
(gateway) driver B 2 — | (xcteway)
v]angl I vians
Tenan Tenant
sy9+ems 9y9+em9

Tenant systems maPPeal to viahs
Linux br'idge on the TOR maps vians to ni

31



DB Lear'nina opﬁons

Q)

. Flood and learn (default)
- Control Plane learnin
= Control plane profocols disseminate end

point address mappings to vieps
" Typicaly done via a controller
. Static mac install via orchestration tools



Q)
Layer-2 overlay gateway tunnel Fdb tables

Linux Iar‘idge Driver

Local por'-l- remote tunnel port

Vian maPPed
to tunnel id

Tunhe driver

Remote dst £db table

e Linux bri and tunnel endpoints maintain separate £db tables
e Linux bri Fdb table contains all macs in the stretched L2 segment
e Tunnel end point Fdb table contains remote dst reachability inFormation



Br'idge and vxlan driver £db

Q)

Br‘idge b

<oca_mac>, <vian>, <|ocaI_Por+>
<remote_mac>, <vian>, <vxlan Por'+>

Vianh is maPPed
+0 vhi

Vxlan £db
<remote_mac>, <vni>, <remote viep dst>

e Vxlan £db is an extension of larialge £db table with additional remote dst

entry infFo per £db en
° wﬂ.«w ilEneIaridge ‘Pdtzen’rry maps to vni in vxlan fdb
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Broadcast, unknown unicast and multicast Q
traffic (BUM)

- An 12 network by defaut Hoods unknown traffic

- Unnecessary tratFic leads to wasted bw and cpu cycles

. This is aggravaﬂeal when 12 networks are stretched to
larger areas: across racks, POD's or data centers

.- Various optimizations can be considered in such 12
stretc over'lay hetworks

35



Br'idge driver handling ofF BUM tralfic

Q)

Brialae driver has separate controls

- To clr'op broadcast, unknown unicast and multicast

traf-fic

36



Q)

Vxlan driver handling ofF BUM tral-fic

- Mulicast-
" Use a multicast group to Lorward BUM traffic to r'eaisi'er'ed vteps
Multicast group can be specified during creation of the vxlan
device
- Head end replication:
- Default remote viep list to replicate a BUM trakfic to
. Can be specikied by a vxian dll-zero Fdb entry pointing to a

remote v+ep list

. Floodk: simply food to adl remote ports
= Control plane can minimize flood by making sure every vtep knows
remote end—Poin+9 it cares about

37



©
Vxlan hetdev types

. A +raditional vxlan netdev
o Deployecl with onhe netdev per vni
* Each vxian netdev maintains forwarding database (Fdb)
For its wni
. Fdb entries hashed by mac
- Recent kernels support ability to alePon a single vxlan
hetdev For all VNI's
* Such a mode is cadlled collect_metadata or LWT mode
* A singe Forwarding database (Fdb) For all VNI's
» Fdb entries are hashed by <mac, VNI>



Q)

Linux L2 vxlan over'lay aa+eway example



Q)
Building an Linux 12 overlay gateway

. Vxlan tunnel netdevice(s) For encap and decap
- Linux br'iclge device with local and vxlan ports
. Br'iclge maps Vian to vni

. Bri% switches
o h traffic Hrom local to remote vxian ports
» Remote traffic From vxlan ports to local vian ports

40



Q)

Recipe—l
[ohe vXlan netdev per vni
Example shows leatd con@iaf]



Recipe | create all your hetdevs

Q)

% # create bridge device:

$ ip link- add type bridge dev bridge

¢ # create vxlan netdev:

% ip link add type vxlan dev vxlan-0 vni 10 local 10111
¢ # enslave local and remote ports

% ip link set dev vxlan0 master bridge

% ip link set dev swpl master bridge



Recipe Con-Pigur‘e vian -Pi|+er'in9 and vians

Q)

¢ #conﬁaure vian Pil+erin3 on brialge
% ip link set dev bridge type bridge vian_Fitering |

¢ #conkigure vians

% bridge vian add vid 10 dev vxlan-0

% bridge vian add vid 10 untagged pvid dev vxlan0
¥ bridge vian add vid 10 dev swpl



Recipe I Add default £db entries

Q)

$ # add your default remote dst Forwarding entry

$ bridge #db add 00:00-00:00:00:00 dev vxlan-O dst 10112
self permanent

$ larialge Fdb add 00:00:00:00:00:00 dev vx-H0 dst 10113
self permanent



. . ©)
Recipe I Here's how it all looks

$bridge fdoshow  GEE D .
macl dev swpl vian 10 master br'idge ****** - - - df'b\"ldﬂe £db show

: mac3 dev swpl vian 10 master bridae
mac2 dev vxlan0 vian 10 master brldae mac2 dev vlorHO vian 10 master b
mac2 vxlanio dst 10112 self J

mac2 vxlan10 dst 1012 self
mac3 dev vxlan-0 vian I0 master lar'idﬁe maZl deva\:lxlan o N0 ter bridae
mac3 dev vxlanH0 dst 1013 self g

macl dev vxlan-O dst 10113 self

.

| B/0 |
vxlan-0
10112

Host/VM | Host/VM 2 Host/VM 3
Macl, VLAN-O mac2, VLAN-I0 mac3, VLAN-O
VXLAN
= = = = = Tuhnel

Hosts Rackl Hosts Rack2 Hosts Rack3 .



Zoom into the lar'idae con-Pia oh the TOR ,
switches

‘Hondge viah show
port  vian ids

swpl :OPVID Egress Un+aggeal

/ vxland0 10 PVID Egress Un+aggea|
10

e Viah IO is mapped t+o vxlan vni 10

46



Zoom into lar'idae and vxlan driver {db tdbles >

macl dev swpl vian 10 master bri

mac2 dev vxlanH0 vian 10 master bridge
mac3 dev vxlanH0 vian 10 master briclge

i maPPed

mac2 dev vxlanH0 dst 10112 self

mac3 dev vxlan10 dst 10113 self

e Vxlan Fdb is an extension of laridge £db table with additional remote dst
info per Fdb entry
® Vian entry in Iar'idge Fdb entry maps to vni in vxian Fdb
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Q)

Recipe check your ruhning kernel state

% ip link. show master bridge

% bridge vian show

port  vian ids

vxlan-0 10 PVID Egress Untagged

swpl | PVID Egress Untagged
IO

Iar'ialge None

% bridge Fdb show

macl c?:v swpl vian 10 master brid
moac2 dev vxlan-0 vian 10 master Iaridﬂe
mac2 vxland0 dst 10112 selE

mac3 dev vxlan-0 viah 10 master laridge
mac3 dev vxlan-0 dst 10113 self

4 # check Iar'idge Plaas
% ip -d link show dev bridge

48




Q)

Kecipe—z.
(With single vxlan hetdev
Example shows leatH con-Pia)



Recipe 2: create all your hetdevs

Q)

% # create bridge device:

% ip link add type bridge dev bridge

4 # create vxlan netdev:

% ip link add type vxlan dev vxlanO external local 10011
% # enslave local and remote ports

% ip link set dev vxlanO master bridge

% ip link set dev swpl master bridge



Recipe 2: Enable vian -PiH'er'ina ond vian_tunnel ©
mode

4 1*=c;orﬂPia'.ar'e vian Pil+ering on bridge
% ip link set dev bridge type bridge vian_Fittering |

$ # enable tunnel mode on the vxlan tunnel bridge ports
¥ bridge link set dev vxlanO vian_tunnel on



Recipe 2: conf-iaur‘e viahs

Q)

$ #conﬁgure viahs

¥ bridge vian add vid 10 dev vxlanO

% bridge vian add vid 10 dev swpl

% # set tunnel mappings on the ports per vian

$ * map vian 10 to tunnel id 10 (in this case wni 10)
% bridge vian add dev vxlanO vid 10 tunnel_info id 10



Q)
Recipe 2: conf-iaur‘e default £db entries

$ #+ add your defautt remote dst forwarding entry

$ Iar'iclge £db add 00:00:00:00:00:00 dev vxlanO vni 10 dst
10112 self permanent

$ Iariclge £db add 00:00:00:00:00:00 dev vxlanO vni 10 dst
10113 self permanent

58



. . )
Recipe 2- Here's how it all looks

ﬂoridge £db show
macl dev swpl vian 10 master br'idge
mac2 dev vxianO vian 10 master brid

"f'br'idge £db show

mac3 dev swpl vian 10 master bri

mac2 dev vxianO vni 10 dst 10112 self mac2 dav van viai 0 master lar'idae

mac2 dev vxlanO vni 10 dst 10112 self
macl dev vxlanO vian 10 master br'idge

mac3 dev vxlanO vian 10 master IoridIEe
macl dev vxXlanO vhi 10 dst 10113 self

mac3 dev vxlanO vian 10 dst 10113 sel

- C N B/
o
10112

Host/VM | Host/VM 2 Host/VM 3
macl VLAN-O mac2, VLAN-O mac3, VLAN-IO

VXLAN
= = = = = Tuhnel

Hosts Rackl Hosts Rack2 Hosts Rack3 &



Zoom into the Iar'idge conPig oh the leaf switches

Q)

vian: 10

/
o

vian: 10

‘Hondge viah show
port  vian ids

swpl :OPVID Egress Un+aggeal

wXlanO | PVID Egress Un+a%ea|
10

'i;brlalge vian tunnelshow
port  vian id tunnel id
VxlanO 10 10

e Vian IO is rnapped t+o vxlan vni 10

55



. . Q)
Recipe 2- check. your ruhhing kernel state

_ % bridge vian tunnelshow
¥ bridge vian show port ~ vianid tunnel id

Por‘+ viah ids VxlanO 10 10

vxlanO | PVID Egress Un+aaged % bridge £db show

10 macl aev swpl vian 10 master bridge
moac2 dev vxlanO vian 10 master br'iclge
swpl | PVID Egress Untagged mac2 vxianO dst 10112 self
10 mac3 dev vxlanO vian 10 master bridge
mac3 dev vxlanO dst 10113 self
Iar'ialge None
% ip -d link show dev bridge

56




Zoom into lar'idae and vxlan driver {db tdbles >

macl dev swpl vian 10 master bri

mac2 dev vxlanO vian 10 master br‘idge
mac3 dev vxianO vian 10 master bridge

i maPPed

mac2 dev vxlanO vni 10 dst 10112 self

mac3 dev vxlanO vni 10 dst 10113 self

e Vxlan Fdb is an extension of laridge £db table with additional remote dst
info per Fdb entry
® Vian entry in Iar'idge Fdb entry maps to vni in vxian Fdb
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Other Network Virtudlization Technologies

Q)

- Other overlay data planes:
= Geneve, NVGRE, STT
. ILA - Identifier Locator Addressin
= Wise Tom Herbert says ‘Move q'o IpvG and use ILA

for native network virtuadlization' -)
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Q
Summary over'lays-

- Flood and learn by default

. Controllers can be used to disseminate MAC addresses
to avoid Hoodi

. Distributed c ollers win over Centradlized controllers

+ Many controller solutions available: some proprietary

- Need for an Open standards based controller: Lets dive
into the next section which does just that

59



Q)

Ethernet VPNs (E-VPNS)



©)
What are E-VPNs 2

. Ethernet VPN ie. another form of Layer-2 VPN
* L2-VPNs are virtual private networks carrying
layer-2 traf-fFic
= DiFferent from vPLs [5, ¢]
" Used to separate tenants at Layer-2
. Original EVPN RFC 7432: [7]
= BGP MPLS-based Ethernet VPN
* Regquirements defined in RFC 7209 [8]

61



Why E-VPN 2

Q)

. Overcome limitations of prior L2-VPN technologies like
VPLS

- Support for mulihoming and redundancy
- Control plane learning: No Plooahng
- Supports multiple data plane encapsulations

- Various oP-l-imiza-I-ions
* Multicast op+imiza+ion
= ARP-ND broadcast handling

62



Q
Ean use-cases

- Initially introduced to support 12 vpn provider services
to customers
. Muli-tenant hosting
. Stretch L2 across POD’s in the data center
. Data center interconnect (DCI) technology
» Stretch 12 across data centers

63



Q)

In this tutorial we look. at BGP based E-VPN as a
distributed controller for layer-2 network.
virtudlization
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Q)

E-VPN is aalop+ed in the data center with "vxan'
overlay. This tutorial wil focus on
BGP-Vxian based E-vpn.
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Q)
New RFC's to adop+ E-VPN in the data center

A network virtudlization overlay solution using E-VPN [3]

BaGP based control plane for Vxlan
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Q)
Border Gateway Protocol (BGP)

+ Routing protocol of the internet

- A typical BGP implementation [i0] on Linux installs routes
kernel FIB to install routes

- With E-VPN, we are teling BGP to adlso look. at layer-2.
Porwardma entries in the kernel and distribute to peers

67



Q
BaP E-VPN

- BGP runs oh each Viep

- Peers with BGp on other Vieps

- Exchanges local Mac and Mac/IP routes with peers

- Exchanges VNI's each VTEP is interested in

. Tracks mac address moves for Faster convergence

. Type of iInfFormation exchanged is tagged by ‘Route
Wl

= MAC or MAC-P routes are Type 2 routes
* BUM replication list exchanged via Type 3 routes

68



Q)

I this tutorial we will only Focus on E-VPN
on the data center TOR switches
r'unning Linux.



E-VPN fow (distribute macs) -

BGP discovers local vian-vni S
mapping via netinkk. === QU R $Z 000000
BGP reads local bridge <mac,

vian> entries and distributes

them to loap E-vph peers

BGP learns remote <mac,

vhi> entries from E-VPN

peers and instalis them in the

kernel loridﬁe £db table

Kernel bridge fdb table has

all local and remote mac's

for Forwarahna

(a) Bridge learns
locd <mac,
vian> in its £db

70
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Arp And ND suppression -

. ARP and ND traffic is by defFault Hooded to dl nodes in
the broadcast domain

- 'Arp and ND suppression® is an E-VPN Function
" To reduce Arp and ND Hooded traffic in such large

broadcast domains
* ARP broadcast traf-fic problems in large data
center are described here [4]

. BGP E-VPN control plane knows remote IP-MAC's
* These remote MACHP's can be used to proxy local

ARP-ND requests



Q)
Linux Br'idae Arp And ND suppression For E-VPN

- BGP exchanges local MACAP’s with E-VPN peers as Type
2 MACAHP routes

. BGP installs remote MACAP's from E-VPN peers in the
kernel heigh tdble

- Linux bridge driver uses remote MACP's ( ne?h entries)
installed by E-VPN to proxy requests for MACHP Hrom
local end hosts

- For a MACHP entry not present in the neigh tdble,

o br'l:l?e driver Hoods such requests to dll ports in that
vian/vni
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E-VPN How: arp nd suppression (distribute mac™

l )  BGP discovers local vian-vni Spine

mapping via netlink.
BGP reads local <mac, ip, I:::::::::
viah> entries and distributes
them to Iagp E-vph peers
BaGP learns remote <mac, ip.,
vhi> entries from E-VPN
peers and installs them in the
kernel neigh table

Kernel nelah table has all local \
ohd remote <mac + ip> Lor bridgei0 bridge. BGP | bridgelo
proxying neigh discovery bridge |~ bridge = bridge W
msgs o i 10113

Local shooper process
shoops <mac, ip> on
local ports and adds
them to the kernel
nelgh table

VXLAN

Hosts Rackz Hosts Rack3 Thnel



Q)

Deploying E-VPN with Linux Bridge



Deploy Linux Iar'ldge with Tuhnel vxlan ports

- Deploy Linux bridge with Tunnel vxlan ports as described
Pr'eviouely in the tutorial

- Run BGP on each VTEP

+ Configure BGP For E-VPN: example FRR config [13]

- Run local shooper process: to shoop local end-point macs
and add to the bridge £db table

. BGP Listens to neigh notifications and distributes local
macs

- BGP adds remote macs from peer with
NTF_EXT_LEARNED
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Q)

F—'ollowina examPIe only COVEers a

vxlan device per VNI
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Q)
Create al your netdevs ( iproute2)

$ # create bridge device:

% ip link add type bridge dev bridge

4 # create vxlan netdev:

% ip link add type vxlan dev vxlan0

% * enslave local and remote ports

% ip link set dev vxlan-0 master bridge
% ip link. set dev swpl master bridge

(see ifupdownz [12] example in References section Li4])
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Create additional netdevs for heigh entries ,
(E-VPN MACHP routes)

$ # E-VPN MAC-P entries (neigh entries) are installed per VNI and

% * hence per vian Hence create per vian bridge entries for MAC-P
¢ # ie. create vian devices on bridge

% ip link add type vian dev bridgelo

4 # create vxlan hetdev:

% ip link add type vxlan dev vxlan0

¢ * enslave local and remote ports

% ip link set dev vxlanO master bridge

% ip link set dev swpl master bridge
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Con-Piaur'e viahs

Q)

% ip link set dev bridge type bridge vian_Fitering |
¥ #configure vians

¥ bridge vian add vid 10 dev vxlan-0

¥ bridge vian add vid 10 untagged pvid dev vxian0
¥ bridge vian add vid 10 dev swpl

¥ bridge vian add vid 10 dev swpl

¢ # Defaut f£db entries for BUM replication are installed
by BGP



=RV/=/\ speci-Pic conPia

Q)

% #turn off learning on tunnel ports (MAC's are learnt by BGP)

% bridge link set dev vxan-0 learning ofF

¥ turh on neigh suppression on tunnel ports

¥ bridge link set dev vxlanO neigh_suppress on

% # you can further turn off Hooding completely on tunnel ports
4 # set unknown unicast food off

% bridge link set dev vxlani0 Hood ofF

% * set multicast Hood ofF

% bridge link set dev vxlan0 mcast_Hood ofF

80



Check Con-Pig

Q)

$ # Check bridge port flags to make sure dll required Hags are on
$ bridae -d link. show dev vxlanH0
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Q)
Check your kernel vian, Fdb and heigh state

$ bridge vian show
% bridge £db show

Por‘+ vian ids macl dev swpl vian 10 master bri
mac2 dev vxlanO vian 10 master Iaridge extern_learn

vxlan-0 | PVID Egr'ess Un+aggeal mac2 vXlanO dst 10112 self ext_learn
mac3 dev vxlanO vian 10 master br'lalge extern_learn

10 mac3 dev vxlanO dst 10113 selr extern_learn
| 10 PVID Egress Untagged ¥ ip neigh show
WP Ea =2 (=] I:Md'ﬂzev swpl
10 IP2 macZ dev vxlan-10

Iar'ialge None
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Q)

Troubleshoo-l'ing and Debu%ina .



Q)
Most common Pr'oblems

- Fdb entries missing £rom kernel due to control plane
hetink errors
- Fdb entries overwritten by learn From hardware or
alynamic learn by the brialge or wxlan driver in kernel
- End-point mobility problems:
* remote end-point or tenant system reachable via
vxlah may move to a locally cohnected node
* Bridge £db and vxlan £db must be kept in sync to

avoid black. hole or incorrect Porwaraﬁng behavior
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Debugging using iproutez and Per'-P probes

Q)

. Dumping bridae and tunnel £db tables:
. i %rid;?e Fdb show
. Both br'iclge and vxian £db tables are dumped
. Vxlan Fdb entries are gualitied by dev -
<vxlan_dev> and Plag ‘sel
+ Monitoring brialae link. and £db events:
"ébr'ldge monitor [link | Fdb]
- In recent kernels use bridge perf tracepoints:
. J4;Per"(3 probe —add bridgext
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3] BGP Conl:ig For switches (FRR implementation)

LEAF switch con-Fig

router bﬂl’ 54560
bgp routerid 27002
neighbor Labric peer-group
neighbor Fdbric remote-as external
neighbor uplink-| interface peer-group Fabric
anj’?kbor uplink-2 interface peer-group Labric
res«;»-Famin ipv4 unicast
heighbor fabric activate
redistribute connected
aaldress»llamﬂy l2vpn evpn
neighbor Fdbric activate
adver-tise-all-vni

SPINE switch cm-Pig

router bap 5535
bgp routerid 27002
neighbor Fabric peer-group
neighbor Fabric remote-as external
neighbor swpl interface peer-group Fabric
onj’?hlaor' swp2 interface peer-group Labric
ress-Family ipv4 unicast
heighbor t+adbric activate
redistribute connected
address-Family 12vpn evpn

nelghbor' bric activate
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U4] fupdownz con@ig for E-VPN on LEAF switches

Q)

# /etc/network/interfaces
# example shows one vxlan device per vni

auto vxlan-iO

iFace vxlan10
vxlan-id 10
bridge—acce«;s 10
vxlan—local—‘lunnelip [o]I]
bridge-learning o F
brialgeoarponal—su press on
mstpcH-portbpdutiter yes
mstpct-bpduguard yes
mtu 9152

# /etc/network/interfaces
# vyxlan device per vni

auto bri

iFace bri
bridge-vian-aware yes
bridge—PoH-s vxlan-0 swpl
bridge—sﬂ: oh
bridge-vids 10

brialge-lpvid [

auto bridgelO
iFace bridgelo
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Thank you!



